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Keeping our community safe:
Safeguarding at Honywood School
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Leicester forward Jamie Vardy (2] Image: uettv Images

Premier League stars "causing
concern” as health warning issued over

impact of stimulant

Professional footballers, including Jamie Vardy, have been warned about the use of snus in
the game with clubs even highlighting its negative health impact

Welcome to the November/December edition of our monthly safeguarding newsletter. Each month
we provide an update containing reminders about how we approach safeguarding at Honywood as
well as useful links to support families out of school - many links we share each month so they are
easy to find for you. If you have a question about safeguarding our hope is that our monthly
bulletins will be able to provide the answer or at least some signposting to where you may get the
answer. This month we are focusing on SNUS and online safety at Christmas.



Who can learners talk to at School?

e |Learning Group Leader e Senior Leadership Team

e Cohort Leaders e Mrs Nichols - Safeguarding Lead

e Pastoral Leaders e Mr Smith - Deputy Safeguarding Lead

e C(Class teachers e Mrs Hickford - Deputy Safeguarding

e |earner Reception Lead

e Learning Support Assistants e Mr Caygill - Deputy Safeguarding Lead

e |earner Wellbeing App on iPad e Mr Robertson - Attendance & Welfare
Officer

Mrs Nichols Mr Smith Mrs Hickford Mr Caygill Mr Robertson
Learner Information

Please refer to the Honywood Wellbeing app on your school iPad, link below
https://sites.google.com/honywoodschool.com/learnerwellbeing/home

If you need Wellbeing & Mental Health support out of school, please contact:

YOUNG MINDS - text YM to 85258, or https://youngminds.org.uk/find-help
Kooth - your online mental wellbeing community https://www.kooth.com/

Child and Adolescent Mental Health Service
0300 300 1600 to get in touch directly. For the out of hours crisis support, please call the general
NELFT switchboard on 0800 953 0222. and ask for the CAMHS Crisis Support Service

Childline 08001111
Weekly Bullying and Child on Child Abuse reporting form

All learners and parents receive a weekly email link and reminder that if they have any concerns
about the behaviour of any learners in school that could be considered bullying and/or child on
child abuse, they may report it using the following link:

https://docs.google.com/forms/d/e/1FAIpQLSfs8npY9aDQcY3WsRitFcISPBONGPaBgKR4aRdt\Wdr

HlogNWQ/viewform

If you have any questions about the form before completing it please feel free to email

scaygill@honywoodschool.com Similarly if you have any feedback regarding the
structure/questions of this form please do share this too as the form could evolve over the coming

weeks with any feedback shared.


https://sites.google.com/honywoodschool.com/learnerwellbeing/home
https://sites.google.com/honywoodschool.com/learnerwellbeing/home
https://youngminds.org.uk/find-help
https://www.kooth.com/
https://docs.google.com/forms/d/e/1FAIpQLSfs8npY9aDQcY3WsRttFcI5PB0NGPaBgKR4aRdtWdrHlogNWQ/viewform
https://docs.google.com/forms/d/e/1FAIpQLSfs8npY9aDQcY3WsRttFcI5PB0NGPaBgKR4aRdtWdrHlogNWQ/viewform
mailto:scaygill@honywoodschool.com

Parents/Carers
For support and information please contact:

For information about support for children, young people and families please see the Essex County
Council website.

If you are a parent or carer, child or young person and you need support, you can phone 0345 603
7627 and ask for the Children's Line.

Useful General Policies

Safeguarding Policy
https://www.honywoodschool.com/page/?title=SAFEGUARDING&pid=146

KCSIE September 2023
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2

Responding to Harmful Sexual Behaviours Policy
https://www.honywoodschool.com/attachments/download.asp?file=318&type=pdf

Nicotine Pouches (SNUS)

A nicotine pouch is a small bag that contains the addictive chemical nicotine and some other
ingredients. It doesn’t have tobacco leaf in it. People who use nicotine pouches take them by
mouth. They put one between their gum and lip for up to an hour. They don’t smoke it or swallow it.
Some companies that make nicotine pouches market them as a safer alternative to smoking and
dipping.



https://www.essex.gov.uk/get-support-from-childrens-social-care
https://www.essex.gov.uk/get-support-from-childrens-social-care
https://www.honywoodschool.com/page/?title=SAFEGUARDING&pid=146
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.honywoodschool.com/attachments/download.asp?file=318&type=pdf

Nicotine pouches are not considered to be medicinal products. They cannot be sold to minors, but
that is not stopping young people getting hold of them, and they are not harm free. For all of us
nicotine increases our heart rate and causes a surge of endorphins which can relieve stress and
pain. It also stimulates the release of dopamine which creates feelings of pleasure and reward, but
the feeling of reward is short lived, so people do more to get more, and so the cycle of
use/addiction is established.

Nicotine is particularly harmful during adolescence when the brain is still developing. It can
negatively impact the parts of the brain that control attention, learning, mood, and impulse control,
but there are many other side effects associated with nicotine use, including:

Dizziness

Disturbed sleep

Changes in blood flow
Headaches

Increased risk of blood clotting
Increased blood pressure
Shortness of breath

Diarrhoea

Joint pain

Nicotine pouches can have additional side effects, including:
Discolouration of the teeth
Gum disease

Oral cancer

In May, one mum told how her 15-year-old son was hospitalised after taking snus at his school in
Treorchy, South Wales. She said: “The children pop these sachets at the top of their mouth and it’s
supposed to give them a head rush. My son stupidly took part in this craze and had an adverse
reaction.” “He was violently sick, eyes rolling, couldn’t hold his head upright... along with losing
feeling in his arms and legs.

Experts say snus is highly addictive — and has links to head and neck cancer, receding gums and
burn-like mouth lesions.

Below is a useful article discussing the rise of school-aged children getting hooked on non-smoking
nicotine products. The link to the article is here:
https://www.mirror.co.uk/news/uk-news/schoolkids-getting-hooked-non-smoking-25284061

The piece highlights this concerning trend, and it's crucial for parents to be aware of what's
happening. Here's a brief summary of the key points:


https://www.mirror.co.uk/news/uk-news/schoolkids-getting-hooked-non-smoking-25284061

Non-Smoking Nicotine Products: The article discusses the increasing popularity of
non-smoking nicotine products among school-aged children. These products, often
marketed as alternatives to traditional smoking, pose unique challenges and risks.

Addiction Concerns: There is growing evidence that some of these non-smoking nicotine
products are leading to addiction among young users. It's essential for parents to be aware
of the signs of addiction and to engage in open conversations with their children about the
risks associated with these products.

Parental Vigilance: As parents, it's crucial to stay vigilant and informed about the products
our children may encounter. Understanding the landscape of non-smoking nicotine
alternatives allows us to better guide and protect our children.

Open Communication: Establishing open lines of communication with your child is key.
Encourage them to share their experiences, concerns, or any peer pressure they might be
facing. Being approachable allows you to address issues before they escalate.

We encourage you to read the full article for a more in-depth understanding. As parents, being
informed is our first line of defence. If you have any concerns or questions, don't hesitate to reach
out to us or other relevant resources.

Links:
e https://teentips.co.uk/news/have-you-heard-of-nicotine-pouches-are-they-the-latest-teen-cr

aze-by-alicia-drummond-founder-of-teen-tips-the-wellbeing-hub/
https://www.medicalnewstoday.com/articles/240820#side-effects

https://www.thinkglobalhealth.org/article/nicotine-pouch-use-rise
https://www.cdc.gov/tobacco/basic information/e-cigarettes/Quick-Facts-on-the-Risks-of-E-

igarettes-for-Kids-Teens-and-Young-Adults.html

Online safety at Christmas

With Christmas around the corner our online safety guides provide information a number of
platforms and games with guidance on how to stay safe. Please read on for guides about the
following:

FIFA 23 WhatsApp SENDIT Instagram Roblox Google,
Chromebooks Overwatch 2 Cross Platform Content,

Metaverse Amazon Fire Tablets Twitch Reddit Call of

Duty Bereal

For more online safety guides please visit hitps://nationalonlinesafety.com/quides



https://teentips.co.uk/news/have-you-heard-of-nicotine-pouches-are-they-the-latest-teen-craze-by-alicia-drummond-founder-of-teen-tips-the-wellbeing-hub/
https://teentips.co.uk/news/have-you-heard-of-nicotine-pouches-are-they-the-latest-teen-craze-by-alicia-drummond-founder-of-teen-tips-the-wellbeing-hub/
https://www.medicalnewstoday.com/articles/240820#side-effects
https://www.thinkglobalhealth.org/article/nicotine-pouch-use-rise
https://www.cdc.gov/tobacco/basic_information/e-cigarettes/Quick-Facts-on-the-Risks-of-E-cigarettes-for-Kids-Teens-and-Young-Adults.html
https://www.cdc.gov/tobacco/basic_information/e-cigarettes/Quick-Facts-on-the-Risks-of-E-cigarettes-for-Kids-Teens-and-Young-Adults.html
https://www.webmd.com/smoking-cessation/nicotine-pouches
https://www.nebraskamed.com/cancer/lung/quit-smoking/are-nicotine-pouches-safer
https://nationalonlinesafety.com/guides
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FIFA 23, like its many predecessors, is a massively popularfootball simulater featuring lifelike recreations
ﬂ é of thousands of real-world players, drawn from teams around the globe. While the gameplay is subtly

Improved year on year, the publisher EA Sports’ tweaks tend to focus on FIFA Ultimate Team mode,
which can tempt gamers of all ages to spend real money recruiting better players for their side.
With each new release of FIFA comes a host of new players to unlock - meaning that youngsters
| = ‘ —— can feel pressured to keep buying to compete with their friends.

1= | WHAT ARE
| THE RISKS?

B / Adv?t:é for Parents & Carers

| BESELECTNEWTH CHATS QD STAY ALERT FOR SCAMS

. There ara some k Ihing;:q remember about potential FIFA

-

It's enormous fun for FIFA players to chat online with Iriends, even
as their teams do battle in the game. II’!_prﬂbubl'( the safest idea,
though, to restrict with gers, B; g off voice chot in

FIFA and allowing cross-party chat in their device's settings, your chlldt can

scams. Firstly, EA never contacts users vio any method other than ~
emails to the account holder (which may well be you). Neither will they k
ever ask for a player's username or password outside the game itseif.

EA’s terms and canditions outlaw the buying of FUT coins, so anyone
selling them should be treated as suspi :

LB
AVOID ‘EXTRA TIME’

If your child's spending a lot of time on FIFA 23 and seems less

enthusiastic about othier activities In their life, you could consider
restricting how long the
controls in thelr device’s s

» speok to people who are already on their friends list but won't be able to
[1' talk to (or hear) strangers online.

= AEERT
CONTROL SPENDING - .9 -

If your child rluyn Ultimate Team mode on FIFA, ensure their
account isn't linked to your payment methods - so they'll need
your permission ta moke in-game purchases. Alternatively, ;ou-sﬂu]_’d
use parental controls to limit spending — or set up a pre-| id ‘cllowance’.
When excitedly clicking options on screen, it's easy for a young person to
F‘i farget the real-worid repercussions of online purchases,

can play for each day with the parental
6 . Even |f they’re not playing on thelr
or ster, a FIFA companicn app for smartphones
= but that can be limited through parental controls, too.
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Méet Our Expert

Lioyd Coofmbes is Games Editor of technology and entertalnment
website Dexerto and has been working in the gaming media for
three years, & long-time fan of the FIFA franchise, heisalso o parent
and therefore o keen advocate of online safety, Writing mainly about
tech and fitness, his articles have aiso been published oninfluential
sites including IGN and among others.
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WHATSAPP

What Parents & Cagjgf“s‘é'ﬂegjd"';i,t@ anow about

eroup chat and video calls
reut for connecting with

Fraudsters oceuslur\ulhr send WhatsApp e . > T = mul ple in Wha! un.ipﬁm

messages pretending to offer prizes ] there Ia d wvs the potentia .
encouraging the user to click on o link to B [ F someone’s feaelings to be hurt hv an
win. other commeon scams Involve | ! i / unkind commentor joke. The

warning someone that their WhatsApp y ! B A i admins' feature gives the ar.!rnln t)ota

subscription has run out (aiming to dupe : ' . - group control over who can send

them | disclasi ayment detail messoges. They can, for examp!
Jersonating l‘lr"lgpd yr |e"‘—" ani a . people from uﬁtmg in a chat, Erhm.h could
usflrlql\‘o; mormy to be transferred to -5l - - muke @ chlid foel excluded and upset.

th an emergency. . g L ——

CONTACT FROM STRANGERS

| To start a WhatsApp chat, you
4 only need the mobile number of
‘ha person you want to messa

DISAPPEARING MESSAGES

Users can sel WhatsAp rnes;ugaes ta |
dwup ear in 24 hours, duys or 8¢ duys
by default, Photos and videos can also be ,4 )
insmcted to disappear after the
lent hos viewed them. These files =

n't be saved or forwarded - so if your
:hi’ld was sent an inu;g:lru priate
message, it would be gifficult to prove
any wrongdolng. However, the receiver
can toke & sereenshot and save that os

svidence.
ENABLING FAKE NEWS -“

pp has unl'orxumataly been linked
tu uc:nlomlin the spread of dangerous
rumours. In India In 2018, some outbrecks
of mab violence appear to have been
sparked by false ul legations being shared
on the app. whntslpp itself took steps to

the other person also neads to hove
the app). WhatsApp can access the
address book on someone’s device and
recognise which of their contacts ulsu use
the app. So if your child has sver?‘\run
their phone number to someone they don't
know, that person could use it to contact
them via atsApp.

LOCATION SHARING &)

The ‘live location’ feature |ets users

share their current whereabouts,

alluwlng friends to see their movements.

- WhatsApp describes it as a “simple and
> aecure way to let pecple know w you

are.” |t is a useful methed for g young

person to let loved ones know they're safe | ™

, - butif they used it in o chat with people

\ iher don't know, they would be exposing

their location to them, too.

revent its users circulating huzardous
heories and speculation in the early
wooks of the Covid-18 pandemic.

s

CREATE A SAFE PROFILE

. E!PI.AIN ABOUTBLOCKING ¥ o, - REPORT POTENTIAL SCAMS

Even though someone would need a child’'s It your child receives spam or nﬂ&ns\ve Young pegle shouldn't & ge ‘with any
nuns number to add them as a contact, musq% s, calle or files fm'n a contact; they message that Iaolwwe I or too good
s also wi uﬂarlng‘ young person's lock them usin ttings’ in the chat. to be tr thn ?-w chil uivm.
prallln ntﬁ'l;gtm restrict who can see their Communication from a locn contact won't message  unknown
hoto and statu - options are show up on their zlevlce and stays undelivered. first time, 1hey II give
evel , 'my contacts’ and ‘nobody” - does not them from rsrortlt as i. m. If the |
chonsinF ane of the latter two ensures. ‘that r child's contact llsr_ so they also nead to riend or relative, call
your child’s profile is better protected. :;nnnlpmd from the address book. usua[ number to vnm‘y

THINK ABOUT LOCATION

1f your child needs to use the ‘live
location’ function to show you or

' LEAVE A GROUP

If your chllr.‘l is in u ‘group nhutltltﬂlx
making them feel uncomfortab
hﬂn dn_&ibu" ] -

DELETEACCIDENTAL =™ CHECK THE FACTS
MESSAGES : &

You can now fact-check

WhatsApp mes es that

has one of their friends where It your child posts o mess hove been forwarded ot
tr?ut they are, advise them to want to delote, W"“W g Izast five times, by

share their location onl user seven minutes to erase : double-tapping the

for as long as thay need to. message. TﬂP and on ﬂ'ﬂ ifying glass fcon to the
to leave. WhatsA&p glm a range of ; ghit & message. From

‘live location’ options, and y 3 ¥ ) i our chil
3h Snuall A o ' oogle searct dwi;n

1raup gaxt
a"roup the admin can add oA of g huri Al R
€ ould manually stop sharin ] .

y p L ba!vuwneﬂier‘the o o @

back in once: Hf they
leave a second timae, It is
permanent.

thelr position os soon as it s ne ot " sl
longer needed, ke ool g message was true or not.
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Meet Our Expert

Paren Kaur is a social redia expert and digtal roedia
consultontwho is possionate about improving digital literacy
for parents and children. She has extensive experience in the
sociolmedio arena and ls the founder of Kids N Clicks: a web
resource that heips parents ond children thrive in o digital world




SENDIT
mm&m@

SENDIT

Sendit is an add on to Snapchat, not o standalone app: it requires users to have an
active Snapchat account, which they then connect to Sendit. It's important that
trusted adults realise, therefore, that any risks associated with Snapchat also affect
children using Sendit, Within the app, people play question games like 'Truth or
Dare’ and ‘Never Have | Ever': users select a question to share on their Snapchat
story for their friends to reply to. All responses are anonymous, aithough - for
paying subscribers — Sendit reveals hints about who sent which messages.
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Meet Our Expert
Dr Clalre Sutheriand is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She hos written various
academc papers and carried out research for the Australian
govemment comparing intemet Use and sexting behaviour of
young pecple in the UK, USA and Australio.




INSTAGRAM
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Meet Qur Expert

Dr Claire Sutherand is an online sofety consultant ot ECyberaware. She hos
developed and implemented anti-bullying ond cyber safety workshops ond
policies for schoole in Australia and the UK c.iulre as written various
academic papers and carried out rezearch for the Australion government
comparing internet use ond sexting behaviours of young paople in the UK,
USA and Australio.




ROBLOX

lox is one of.the most pe
were claiming that more
Roblox offers a huge am
wHAT ARE gaming experiences with
SW 4 . whtch can then be shared with{ot
THE Ri . tnmklng and enjoys a
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SET PARENTAL CONTROLS DISABLE PRNATE MESSAG[NG PRIVATE SER\'ERS

Roblox comes with i Roblox's private messaging function raises the If your child has some genuine friends to play Roblox
which are explainad well on 1the game’s offk: al risk of children being contdcted byr pao CRET- online with, Pﬂ'ﬁc‘ﬂl‘w a prlvuwor W smmrwsoe
website. It's essantiol to enter tha correct date of birth may not want to speak with — potenti g I.hs risk of
for yuw chlld, as that allows Roblox to nmmﬂo«lly ~ leading to nd - E rs could invite gapl wh o might not
’ r mmprhte chat filters, The gome also scam nuempts The game allow's you to disubls neoess be::hlld lnendl‘y i into the private server. If
| a Iowu £

d carers to sat mon spending messagas from anyone who hasn't been added u Robiox fan, its important to talk with them
and menitor their child's occount. I s a friend on ynut child's aceount. rogulmrl!,lI about wha they ore pluying the game with.
T— - L e s - — 1 Ca
MONITOR SPENDING i DEALING WITH STRANGERS

If they dan't undnr:tund thwy'rn using real monmc Il 5 ausy for

At some paint in their development, your child will need to

children to end o the game. learn how to deal with strangers online. Show them how to 1 k“"
l.Isi;;g pnmntul cnnr.mls m plncs limits on their spsndlng will help block and re; mt any users who are u‘psatt!ng them or nslcin‘% 4 =
fi I surf 1g that you have uncomfortabl quuttm Talki hem about whot's OK To discuss ‘
twn-fuctnr uut ntication on your pi l:rrmnnt accounts also mokes it = and what thsy should never u stlungsr online - will help them
¥ Inadvertently. understand how to communiecm with other people enline safely.

harder !or your child to cpenu mone

Meet Our Expert

Clare odwin (o ko, Lunawoif) has worked as an editorand
journalist in the goming industry since 2015, providing
websites with event coverdge, reviews and gaming guides.
Shejs the ownerof Lunawoif Gaming and is currently
working on various garming-related projects including
gome developrient and writing non-fiction books.
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GOOGLE CHROMEBOOKS

What{ParentsiiGarersiNeeditolknowlabouti
GOOGLE CHXOMEBO

Google Chromebooks were first introduced in 2011 as a budget-friendly alternative to Windows laptops. They have a
cloud-based desktop operating system created by Google that performs internet-bosed tasks simply and quickly.
Although primarily optimised for Google apps - such as Gmail and Goeogle Drive - newer devices also support Android apps
and offer o range of parental controls vio the Google Fomily Link tool. Nonetheless, whilst these tools are comprehensive,
there are some limitations which means there are a number of risks trusted aduits should be aware of.

TR A g U S T A SETNE ; r A T Z 2 e o R APy T e

SETTING UP N WHAT ARE THE RISKS?
SET UP FAMILY LINK ONLINE, ALL THE TIME

il

BEWARE OF MALWARE

ulle=i
i

Maonage the wel Limit your child's ability to
childrén can visit on rome grant permissions to websites

Restrict or block access to upp i
Store and the Google Play Store

Disable Incognito Mode so n\:u can always
track what sites your child has been on.

Meet Qur Expert

Carly Page ks anexperienced tachnology journalist
with a track record of mare than 10 years in the
Industry. Previousty the editor of tech tabloid Tha
Inguirer, Carly is now a freelance technology
[ournaiist, editer and consultant.
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OVERWATCH 2

ASSIST WITH ACCOUNT UNK]NG »
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Meet Our Expert
Uoyd Coombes je Games Editor of technology and entertainment
website Dexerto and has been working in the gaming mediafor
thm:ffm Along-time fon of gurming, he isalsoa parent and
therefarea kaeﬂ advocate ofonline satety, Writing mainly about
toch and fitnees, his articles have also been published on influential
sites including IGN and TechRadar, among others.

@ USE I ASINSP!RA]TON :

overwatch characters represer
races, nationalities, der ll:lt
sexual orientations. his &
heroes offers o superb ].umpi
discussing

our child.
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CROSS PLATFORM CONTENT SHARING

\What{ParentsitiCarersiNeed|to]knowlabout I :}

= CROSS-PLATFORM SHARING ‘.-
OF INAPPROPRIATE CONTENT

. Creepy characters like Slender Man or Huggy Wuggy. Dangerous online challenges. Songs or videos that aren't
w suitable for youngsters. When things |like these begin trending online, it can be ditficult to prevent children
accidently stumbling across them - especially if they use a ge of platforms, like online games, social
— media, streaming sites or messaging apps. A trend can originate in one online space and rapidly
spread to other platforms or viao chat apps. The frightening Huggy Wuggy character, for instance,
WHAT ARE first emerged as part of a game on Steam; now there are parody songs on TikTok, videos on
m YouTube and more than 45,000 results for #huggywuggy on Instagram,

—’_ UNSUITABLE VIDEOS
~K

ES OF LIVE

' : — _ -,‘____ S = {--_.
=== Advice for Parents & Carers

7 LESS IS BEST KEEP IT COMMUNAL

 USE SAFETY FEATURES

d
? Enable safety settings like Google Manage the number of anline platforms Encourage your child to stay ina g
SafeSearch and the ional restrictions your child has access to, based on their communal family space when v i
an vldso-shuﬁng platforms like YouTube. age and maturity. Just because their they're watching videos or playing 4
Wwhenever possible, stick to YouTube Kids for friends use a certain game or app, it online ?umn on their devices = .
young children, as the software will help to filter doesn’t mean your child must have without headphones, if possible. This
out unsultable contant. Remamber that filters it too. Follow the age guidelines for will make it far easier for you to keep
aran’t always enough to block all inappropricte g:mn and apps, and check regularly one eya (and ear) on what they are
material - especially when child-friendly videos at privacy sattings are in placa. seeing and hearing while they're

online.

™

have been edited maliciously.

" AVOID FAN-MADE CONTENT REACT CALMLY SUPPORT AND REASSURE

If your child watches cartoons and If you hear or see anything unsuitable on Remind your child regularly that anyone can post
showe on YouTube, spend time with g:u: child's device, calmly ask them to anything online = and that not everything online
them making a playlist of videos that rn off the g‘urna or video in guestion. is real. If your child is sent something that scares
ou’re comfortable with them watching. Explain that they haven‘t done anything or worries them, ask them to show \t-cu. Watch it
Iways source videos from official chonnels, wrong, but that you didn't like what you alone (to avoid unnerving them further), then
as opposed to fan-made content: you can saw or heard and you would much rather praise them for coming to you and talk about
never be completely confident about they watched or played something else what ueut them. Recommend a break from their
bl d“'th user instead. device to do something which helps them feel
uploaded. J

calm and happy.
Meet Qur Expert

Br Ciaire Sutherland is an online eafety consultant at
BCyberaware, who has developed antl-bullying and cyber-safety
workshops and policies for schools in Austrafio and the UK. She
has written various acodemic papers and carmed out research for
the Australion government, comparing theintemet uce and
sexting behoviours of young people in the UK, USA and Austraiia, ALl
<
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STEAM
AWnat{parentsidlCarersiNeed|[tojknowlabout;

Steam is a computer gaming digital distribution platform and storefront. it is the biggest platform for desktop-
or luptop-based gaming, with a range of more than 30,000 gomes available. The platform has become a
lively social environment for many gamers, and allows people to trade, sell and buy gaming items for

reallmoney. Valve, the developers behind Steam, have also released different hardware that
=
O | THE RISKS? |
P =

works with the platform, including the Steam Deck - a hand-held console that lets users
play their favourite games while away from their computer.
30,000+

@ Igt:n‘m : > r - A s s im s& popularity has
. there are e = . 2 de it a lucrative destination for internet
riate for children. Individ . = ol scammers. The most common ruse is
i 4 yhishing; scamm: d links to other
users, mlngm ) them into entering
d 1 their login details - which are then stolen.
Tti in’ glun lenid 1 2 Endren. 1 Qm:; In"control bl;me‘i:c_cqym,thtg %m
ople ames £ f - sends m: : on the victim*
Pg'&n&cf‘;gsgl'pﬁffmﬂng i @ - ; 'l'f!j‘lﬂ”-i'l\?:t,_ mﬂ&mgtm hijack their .

shou ’
or profanity, for example. accounts too.
Qe e . ; ]

SPENDING SPREES e ’ X [ SHADY TRADERS -

[

Steam hosts regular sales — including some e . The Steam Community Market is a
where game prices are reduced “?nf: built-in tzgdfn%urﬁuwhnru players can
90%,. Some sales promotions also includea - trade resources for their games on the
mini-game or event which encoura j 7= . 8 latform. Gamers can exchange ltems, or ]
users k¢ "Pﬁ, mare money. The safes can 4 aﬁ_‘ihﬂn using real-world o
be an excellent time for young gamers to . It's possible for unwary users to
purchase the titles they've been wanting, ’ : me F ﬁh bad trade deals, and
but the attrac r:“ iscounts can Isbm_ =t a 0 qum'r:r (;: ly u{&\ml_u_uf whan

buys driven by the tear of X ; | this happens. There aré also ~party
BByt trading websites, which con be risky to use.

“ CONTACT WITH STRANGERS ' SPARSE AGE RATINGS
Steam isn't o social media site, but it : Steam is o digital distribution
T _ e LT

= Sxgensive, so devel
u'__lhut:'_ I;ng_h',mnz
don't have an advisory age rating on the
store page. i

3 “"gra( |
> 5 ‘7 AdVicg for Parerlts & Carers _‘ \ :

ENABLE PARENTAL CONTROLS USE GIFT CARDS APPLY STEAM GUARD

Steam does have some limi al contr Havi thods (like card details or Steam Guard |s an optional additional m“it . ‘

ment
that can restrict exactly what ames someone’s PayPuﬁmvkud to o Steam account mokes it very of security that pratect accounts. Enablin
account can view and access. This can be set easy for o child te purchase new games or spend ensures that anyone attempting to log in
money on items in the morketploce, An excellent that occount also needs to provide
and safe alternative would be to buy a Steam gift authorisation via their phone or email, The
card and let your child make their purchases with computer that your child uses Steam on can
thaot instead - putting a munnﬁ:ublo cap on how be authorised to prevent having to provide
much they can spend on the plotform. separate authentication for each login.

tg: by ncnrla'ul.ing to the ‘Family’ tab in
‘Settings’, then selecting ‘Manage Family [ ]
View'. The platform then ollows parents and
carers to share a Steam account with their
child ond [imit them to age-appropriate games.
F —

- .
Using Family Library Shﬂ!’l'.ngx:'nts everycne at home share games
across accounts (while still kesping their accounts separaie). The
entire game library from each account is shared with the other
holders - a great w:'y to avold having to purchase a different copy of
the game for each of your children. Igwmmr, it two users want to play
the same game separately, you would need to buy it twice.

)]

SAFE MODDING

Mou‘lﬂing a ?oma to ¢l ise It ortoir new content — known as
‘modding’ - Is common on Steam. There's nothing Inhsmnllmbuﬂ abaut
ddi but installing the wrong mods can be disastrous: they can stop
games from worklngbpm't_lillr or at all. Steom’s mods are unlikely to contain
viruses or malware, but it's still possible - so ensure your child reads the
mod‘s reviews first to avold anything dangerous.

+

Meet Qur Expé?t

Clare Godwin (a.k.a. Lunowolf) hos worked os an editorand
Journaiistin the garming Industry since 2015, providing
websites with event coverage, reviews and gaming guides.
5he s the owner of Lunawolf Gamling and i currently
working on various gaming-related prajectsinciuding
game dovolopment and writing non-fiction books,




LOOT BOXES

What Parents to Know about

, LO o) (13

Marketed as Increasing a player's enjoyment of a game, loot boxes. ‘are usually purchased or glvan as
rewards. When opened, they unlock items for use in the game, such as better pons or new char s
to play as. Loot boxes feature in many games and are therefore available to various age groups. They
hm often been criticised for emulating gambling: the odds of unlocking certain items can seem
Jastronomical, while the money being spent is often high compared to the potential reward.
It's imperative thot trusted adults understand the risks that loot boxes can pose. ?

WHAT ARE
RISKS?

LSS Advice for Parents & Carers

| I TE
CONSIDER THE ODDS &0  RESTRICT SPENDING

——
It's a smart move to check the udds on the Items in the Inal boxes, f; DR Even if you're h p{fcr your child to purchase loot boxes, |t's safest to
: can spend. Options include adding o temporary

to see how hard it is to find o Kfl Iiﬁ Ir.tr reward. Show = — restrict how m
3 like

and explain to them whother y {or not) that thay‘ll find the w paymeant method, or muting sure they ask permission first. |f a credit or
item they want inside the box. Of course, there’'s o sizeable element d card is linked to the ming account, excited youn ers could
of chance - butif an item says it's likely to drop once out of every 500N run up an eye-wataring blll Ensura your child recognises how much
10,000 boxes, it's wise to ad|ust your child’s expectations. s gach box costs and un:lalstunds that they're using real monay,

~ - -—

| a g == :
USE PARENTAL CONTROLS ‘ DISCUSS THE RISKS

Most video gaming consoles, os well as the individual gamaes, . Be open with your child about how much oot boxes (and individual (tem
allow parents and carers hnrltzlnce purchasing restrictions on the ¥ purchases) cost and how the system works, in terms of probability. It a
child’s account. This is an effective mz to avoid nverependlngN child realises it's unlikely they'll get that rare reward, they may | PrO\‘II to
prevent children from burrln any loot boxes in the first place. Not all spend their money on a guaranteed item - like a skin in the online store -
games offer this feature, 50 it's best to m\restlgote yeur options on instead of umbzlng on d loot box. Outline how other pecple might try to

each new gome before your chlid starh playing it i p exploit nnl e trading systems to steal their valuable items.

Danial L be s awriter sp iging in technol vk.leo,, ting, virtual
reul[lycmd Web3. He hes als witten 15 ¢ guidebooks for children, covering S
afety
#WakeUpWednesday

games such os Fortnits, Apex Legends, Valorant, Roblox and Minecraft. With
work published by thelikes of FC Gamer, Kotaku, Pocket Gamer and VG247, he
has reviawed more than 50 games and products ovor the past year.

National
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DISCORD

|_ What Parents & Carers Need to Know about

~* N

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evelved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a

4 server, users must be invited or provided with o unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.

G o Advice for Parents & Carers ¢

REVIEW SAFETY SETTINGS

Discord has a series of safety settings,
enabling users to choose who can direct
message them or send them friend requests,
Your child’'s experience on Discord will be much
safer if the opp’s privacy and safety settings are
cenfigured to only allow messages or frie
requests from server bers. This will

the chances of potential predators from outside
the group contacting them.

MONITOR ONLINE ACTIVITY

It's wise to mﬁluiurly review your child's activity
on Discord. This can include checking their
safety settings to ensure they're correctly
enabled, talking about which servers

uncomfortable or unsafe. Things can
chunea quicl::‘v online, so plan routine
check-ins and follow up frequently.

they've joined and reviewing some of their b
friends and direct messages. Ask if
anything has made them feel

EXPLAIN AGE FILTERING

While Discord requires users to be at least
13 to sign up, many servers geared towards
older users are flagged as N5FW (not safe for

work ), which indicates they probably contain
material that's inappropriate for children. it can
be =usr to click through settings without proper|
reviewing them, so ensure your child understands
why age filtering is important and that it's there to
protect them.

The anonymity offered by the internet aften
leads people to communicate more openly
online and behave differently than they
would at schoel or home. It's crucial to bear
in mind, though, that every internet user is
still a recl person. Talk to your child about
the severe and lasting consequences that

cyberbullying or exchanging inappropriate
material online can have in the real world.

Meet Our Expert

Coral Crippe Is o Canadian-born, London-based tech "'|;
wnalist atgrmwd com: o website specialising in all things |
b3, gaming and KR (extended reality]. With afocus on
brands and culture, she researches and writes about the 4
ways thot our currentinnovations — including the motaversa %
ant Weh3 — areimpacting peopls, ploces cnd things. :
e pops

s el ekt |

In the privacy and safety settings --r: '
Discnrg usecr;fure ﬂﬁeren the ugilfty to %—
filter direct masw&es for Inu;ﬁroprlute h
content: a setting that should be enabled

if your child uses the platferm. Discord

automatically tries te flag images that are

plicit, but the g must be Iy
enabled for text. If o young user is sent explicit ‘
content in a direct mnsngf, Discord will scan
and (if necessary) delete i

HAVE CANDID CONVERSATIONS

It ;}:n sr?meﬁmes be awkward to dlscuris

topics like groomi ornography, racism

or explicit lg:mtentnv?ft yu:rgchﬁd = butit's
important to ensure they're aware of the

harms these things can pose. Talking openly
about these subjects is a great way to help your
child feel more comfortable about coming to
you il they experience an unwanted encounter
on Discord ?or anywhere else online).

National
Online
Safety’
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MINECRAFT

m si& Carers Need to Know about

AMINE

N ASAAYU

| Minecraft is a beloved classic of medern gaming. First released in 2011, this open-ended 'sandbox’ game of
~ building and explaration still has over 140 million players who happily return to play it at least once every
month. Minecraft has also been utilised for much more than just entertainment: it's sometimes used in
schools to teach children coding, and it's also employed as a tool for computer-aided design,
which is another valuable skill Encouraging creativity and problem selving, Minecraft has
WNHAT ARE plenty to offer gamers of all ages, and it's available on almost all video game platforms.

some

:""a:““." et ety

ar er's. & ﬂ

GG dh:“fdrmol bullying: W
e by dnlslin nur&nf '
m‘l’ﬂ to ﬂ!ﬂ

a blie servers treat h‘
o/ l:l“nd frequently ban o <

= Anmcnvsusss

— o ,

) Advice for Parents & Carers \ ,%

RESEARCH CONTENT CREATORS gmy  CHOOSE THE RIGHT MODE "'ll.,"  HOST A PRIATE SERVER é\

Thero are a Iots of Minecraft content. selectin: cruw.ruw or ‘Peaceful’ mode allows _=*._  The easiest way to find a safo servar for
. ] Ai ft without havin . o" ]Jr child to ny on is to moke one yourself.

re who release helpful videos about tht
Tube and Twitch. Not ol of thes contend wlg\ enemles. It's ulca a great ugu I'I:Il' Ingm ?Ml strangers from flndlng it
1 er, dre suitable for children. Watching you to get used to pluy ng game with unless they've been glven the necessary
eom:g}mmm:; ch[:n;lil r;;iiqﬂ first! l‘n a wl‘- since the difficulty level i Iowur This ulluws ym.l detalls, A private iaﬂmr{utw lets you =on I 's
riate Mineci

ur chi n'm Thh also help: eumunin ecial hott the threa
the game itself, and how ?:ghl}__dgf_dr_u it. zombie: 3 Mrgﬂdwnnglng your bulld.
R ]

ENCOURAGE BREAKS ﬁ TALK ABOUT STRANGERS

‘to work togethe I t roject, creati allowed to ent d—j to
stn:huu e on Vithe P it :I‘ r:tr.\q 'l;lg J ﬁom[norcgu‘gl} :;\:Emn 't g‘:%urﬂnlc Is the cmoct
equivalent to par ]

it! for th I-n to fly b child is At some point in their lives, almost everyone
Tt urs g tHe ywhlta e ohid A wntmlxghaawm%nmmkmm

Minecraft, so remind 1 tham to tal na‘;uin Breaks Isosaamlul
ﬂ:ls is a useful way !ﬂr hem to | d time mmuggmanl, which sufahr. rafnra, is essentio r
Y’ll benefit tmm as they gat Iso teach them to play oﬂ f child knows
fovourite gomes in mod addictive behmiuurcmd ﬂ M mnmglwn i hey should come

 fimi
‘allowing them fo manage their Hd\r bemaf. 1o you strdg ht umy li' ’tlwydo encountera| pwblom

e

Meet Our Expert

Clare Godwin (abea. Lunawelf) has worked s an aditor and
Joumatist inthe gaming industry since 2015, praviding
websites with event coverags, reviews and gaming guldes.
Sheis the owner of Lunawell Saming and is eumrently
werking on various gaming -reloted projects including
gome development and writing non-fiction booie.
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THE METAVERSE

\What{Parentsik{CarersiNeed|tojknow[about;

THE METAVERS

‘Metaverse’ Is a relatively new term to many, however the concept has been around for some time.
Videogames, for example, use many aspects of the metaverse; avatars, digital currency,
mini-games, and open communication. A metaverse can also take many forms; Fortnite can be
Seen as a metaverse, as is Roblox. Put simply, a metaverse is an online environment where
people interact, play games and express themselves. Away from traditional videogames,
there are newer and more ‘dedicated’ metaverses such as Decentraland, The Sandbox
and Ssomnium Space which are akin to Second Life.

Many metaverse platforms
feature little to no moderation, o Ly
This Is dus to the dacentralised - REE v nitoring the amcunl of
nature of the metaverse - mll‘rere is | ounger u virtual rec
noone company overseelng N xﬂu ata an:%’tﬂar reatly to
plutlotm.. users am crog and build I' | ng in user interaction ¥
freedom. This can be a minefield  E pm? oach other in a VR
ye nger users as adult material or \ \ : r?mzm ts tor
- sensitive topics can featurs on a k A . 'raullty nnu can result in
parcel of land seen by everyone. ; y i Impact If experiences are Mg:l \m‘

r\swnt

The Iludam ‘found within creation is ,’ | y ther in vinucl reality or not,
ul;: dfgur:: n «:orr:rrmnI IclatloSiPMos interactions and experisnces in the
m Brses use proxim
communication {Voice Over Internet . "m&"ﬁﬁ :‘121 mg:l life".
‘§ Protocol) and users can approach un: Y oft,nﬂm" due to the freedom in’
|| ¥ otherusertostarta cummrsurlon It ; avatar creation, younger u“ri may
necessary for avatars to be quite close open themselves up to bullyi
l&'o another in g‘fidsr to ttﬂk ﬂg‘doalm’ = 3 ﬁudlw oran unrnallulic dod of
ey are, o can be s ea
’ u’l ox uunr‘: mnngnmuatm. voice chat o

| -, inappropriate users.

ity. For i ce,
may find
themselves iwm by bullies or i
=

A
‘As with almost every other form of
online interactions, anonymity features
heavily within the metaverse. The
‘concept for the metaversa is tn live any
gpeq life digﬂu!ﬂr This could mean
tors” (those with maliclous
Intorlt cun take odvantage of others
‘with ease. Reporting and monitorin:
 these users is becoming easier on
more popular platforms, but others
struggle to police thass situations.

dwce for Parents & Carers |

6 © LEARN ABOUT NETS, WALLET mn.--,‘_,_:

This may sound like an cbvious IIE but by entering the metaverse and With the metaverse comes Web3 technalogies such as NFTs,
explonn on ynu( own, you'll be oble to see what your child might. You can cryptocurrency and wallets in which to store them. If you have a
s ox? ore busier aroas and even the quiet sections to see what Users are r;nito wallet, rlot connect It to your child's metaverse. One sim
ding or advertising. You'll alsa learn I‘Irst-hcmd haow users communicate could result in loss of cryptocurrency. If you are unsure what esa
with auch other. Man t an entry area which technologies are, try to research them as these terms will appear in the [N
showcases the busiest areas. Check them uII out and ses what's hapg g. S8,

Thsrs are alrea rrlotr.wnrn Porlom: with children in

e you d.:ldn on :lllaw ﬂ.lyout ch[ld Inlo ms mataverse, set up their (
initial avatar togeth Is way you can ensure the avatar is mmd explain to your child whq metaverse is and have them

oga-cq:proprlnta and lcnaps their |dentity private. You can also advise qnlu similarit hose and like X,

on aspects which may result in attracting bullies or unwanted attention. Fort te and Minecraft. I.Inlortunutety there is no 'child safe

It will also allow you to see which avatar ltems cost money, and talk to i metaverse option os yet, though Epic Gomes and LEGO are

your child about in-gome spending. currently developing a family sofe metaverse.

National
Online

- Safety’
— ? #WakeUpWednesday

Meet Our Expeft

Doniel Lipscombe is.afather to two girls, oged 14 and 12. Before.
Dan began his Web3 metaverse jourmey, he worked as o
videogame journalist and aouthor for a decade; raviewing games,
talking to crectors and writing obout videogame trends. Donhos
ailsa wiitten fiftesn guide < about Fomite, Minecraft, Roblox,
Apex Legends and Valorant for HarperCaollins and Bonnier Books.




AMAZON FIRE TABLETS

What{Parentsjk{GarersiNeed|tolknowlabout;

AZON FIRE TABLET

. The Amazon Fire Tablet |s a popular choice: not only are Amazon’'s own-brand devices more affordable
han most other tablets on the market, but some models are designed specifically for youngsters (the
Fire 7 Kids, Fire 8 HD and Fire HD 10 are aimed at ages 3-7, for example, while the ‘Pro’ range is
geared toward 6 to 12-year-olds). Fires come with access to a wealth of entertaining content,
from child-friendly TV shows and videos to age-appropriate games and ebooks.

. STORAGE ISSUES . :
Many parents have bemoanad the b AR | b . ¢ Though the Ama
Amazon Fire's relative lack of storage = ; } E - = controls ar

| res ship with eith Iﬁk(i‘gzr 3268 : = '

d for extra storage:

a-\mun rs are .
), 80 it's worth factoring
ditional expense. i

¥ A b g
GETTI‘NG LOCKED oUT \1 FAULTY OLDER MODELS

Back uazms, Amazon announced a
- I your child unsuccessfull s 7 | ct recall of the Amazon Fire 7 and
to bypﬂuvour sacurlty P enda ; Idc‘ Edlb?'n pmnr udumra. due to a
access ental controls h used un m:roﬂssd risk

settings, rml too ma s, - elewie:ll shock. T %l
this couf:l umify result in them bein; on newer models nﬂha Fma tal
. locked out of t H davice - and, arguably ) unquestionably worth ramsmbetlnq
even worse, being locked nu! “your e { ‘you're thinking about &
Amazon or K nma account, If'tlti&hmpeng. ' \ ‘second-hand device r vnur ilﬁ.
the Amazon suppert team wil |

: . help you ngnln access.
", POTENTIAL ADDIC‘ITON

b 'e'hd'r'gﬁnﬂéz.ghaﬁd
ressing to
m?q:rﬁa llrj‘:rhnspmdi- b il
ablet, leading to irrit
ot S el bea P

" wise mwe to ]lm thehuilt-in
tmw sett s0'you can
: Iong t hax'le able to spendon the

1 d.ul:s eac

%

)

Meet Our Expert

Carly Page is an experienced technology journalist
with o track record of moro than 10 yearsin the
inclustry. Previously the editor of tech tabloid The
Inquirer, Carfy is nowafreslonce technology
journalist, editor and consultant.
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TWITCH

UN.E‘ED STREAMS CONTACT FROM STRANGERS

‘Uncensored cmtnmobﬂowr\;cdrr M all o5 hg tly to
: mtar rla of i joge ‘and r audiance, Twitch enabies wnia'mu
(strea & text chat to speak to the parso_n 're
ing. It's a social whi

hovio:
tnamu adboita umuiu'blohrm:e& ).
5. Twitch has str Ictmluiﬂrctrm s to

i 'ullom v m to | m with each oth w6
_follzm. buha%u res viewers to Nﬁ? un\r e a text

ile they are wutehingﬂveamrna -

e = Including mmum private messages.
Each livestr wmiswwrr& e ﬂmrumlhng yofudﬁld
chat which it is the streamer’s r‘npgnnll:lln:y -bning approached and messaged o'
‘to : online by ﬁmulttwngeu. w0
= —— : _ b
MAPPROPRIATE CONTENT WEBCAM SHARING
t le are already aware It's common for streamers to u.
wra A ur:‘“ lgn ure uﬂul‘lth :_lh%lﬁlva webcam foota: mtsullowo
conf anta violence, sexual content, better In;arcsﬂ‘ with their vlwprs. but
inity and so on. Twitch does prevent also adds risk: the c?h
. certain games from being str d on : d content or pmdu ;laaamom
< | the pl lqr?orm t rn-m qm_s_wll allowed. It A that isn’t child friendly. U
.’.:"gs.‘:::;z R g - s e T
for g horror games. 2 streamer lives and provides bullies with

visual rmtlorw to their hurtful hdwmur

Twiteh s froe to use because it = PRIVATE :I ilT“UUIiIS

b)‘b : l::rf-on:;:h ‘ Esll.o J::Pmrm > i Twiteh oneeu stracmrn to Fm:ze
subser] o Tw urbo - or ik - > |5 0 ] muni

Prime pe:l‘:‘kuga free fi ne with an 3 | E B pluﬁo Mu tmulo a public
Amazon Prime acuum blocks the hie e g Discord group, for exampls, for viwuu to
uds md offers additional goodlnsmc['! as P Join and communicate with edc! er.

‘bon gme.l‘tmmn eurn maeto(thelr L& (S Discord s a l:nnT!!Ialy apumle entlty te
Incame asking users o h Twi redators,

i 11 rchild
tfgifts the virtual curmtey‘lwltoh Bi . y o ' :‘m'\rb:b:"?ﬂ;w ch penlid

Meet OQur Expert

Clare Godwin (aka. Lunawolf) has worked as an editorand
Jpumnalistin the gaming industry since 2015, providing websites
with event coverage, reviews and garming guides. She isthe owner
of Lunawslf Gaming and is currently working on various
goming-related projects including game developmentand
writing non-fiction books,
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REDDIT

o remain unon'_.rrnaus throughout. Free spasch Is
of ‘redditorsi— can vole posts "up’ or ‘'down’ so they
8 to join, although signing up to
-free version of the platferm.

Advice for Parents & Carers

RISEABOVEIT e

i If o person tdmamlng khn‘t M\f- o your child on Reddit, It's

® SORT THE SETTINGS
@ them, however, thet s exaetly

Reddit's user settin thelp ensure that minors don't view adult materkal.
Uncler the 'Feed switch the Adult Content toggie to 'off”, tmd . natural that Il went o mﬂo
the reaction that trolls bukfw!p%! !hm&wsmlﬁ:yﬂ:

enable Safe Browsl mhﬁmnwtqumplh:h u Mm
wumﬁmnﬂde%nM er'?n_ report the comment to R ton. Blocking a user
pmtnrcn on Red um'hg ;nw muml mm-m&ommqglngm Ing your child on the -
e ————

EHCDURAGE CRI"ITCAL THINKING AVOID PRNA'I'E MESSAGING

mcmmmﬁn‘:a’hhw

nmn uan-Ecrm'o:iuh cularl : mwgnmu .-: e can con ableto
ar youl ponp;o. d : lh:m el no-ohe’ a mun
r-pﬂu?ﬂ E‘i’ :Eml t . p n Ip ensuy Eﬂmwgmmﬂu
nmwma.nrer . 1:|l:b andlhm R-dﬂl';d !mu:mwlltb.qﬂa
5 e o tund vmlngwﬂpotwhlch causes them concern,

Meet Our Expert

O Cloire Sutheriond jsan ondine EU‘EELT consulttnt ot BCyberiwore: She has
davelopad and implemiented anti-b oy eyher safety mrk,shops ond
policiesior schoolsin Austrolia ond me ] c.l::lre noswritten various
ocodemic pnfers ‘and corried out research for the Austrolion government
carnpanng intermet tss and sexting Behawaurs of young peoples in the

usa qnd Australia:
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CALLOF DUTY

LAl What Parents & Carers Need to Know about

tW_ CALL OF DUTY:
 MODERN WARFARE 11

with millions of copies sold every year.
latest entry = Modern Warfare il = has
ern Warfare reboot (and not

The Caoll of Duty (Cob) series is o worldwide gaming phenomie
While 2021's release, Vanguard, wasn ‘t'quite as well rm:mued

so far proved a massive commercial suc
to be confused w’[lh a'orlgm

yi=lextrame viole: H

n#pdat there i-rnu:h for.

‘ E >A?v?ce for | Parents &Carers 4

B RESPECT TE AGE RATING SET SPENDING LIMITS s ¢ --114,
‘Bogad on ummhy mmm}gnm:’gm ons, Call 6f O % mﬂqglﬁc-!r wuh;1mmww€:akmmuv: =5k "i"“

gemes are unfiing of war. Limbs ore
‘and explosions. flying, while mimﬂvlﬂulhﬂdﬂn zole af com| o l%lm = and an u
1ty ten nd With M mae bill. Pre- cards for i
wa ’“"m%?a" mng T e e in E:wtm a6, all Pr:f?:::;mnu MW mﬁ%ﬁ‘.’“’mm
ﬂlnﬁlld?!@rlﬂ apmnﬂg Irlh-:ihrﬁrlm wance = and budgating,
. —

”
_ TRY OTHER MODES

- CI.OSE OFF CWMUNICA“ON J
; with their real-lite friends, it m . " r!.ams that your child on|
e e e S et

J and real néed to interact M!hm&i.ﬁl “aiso play mi
b Iw i z
-ehﬁ‘uw ltl;lcim e | bu r.ﬂmp vtira:lmuﬂr\samtlmwwur-

Meet Qur Expert

Uioyd Conmbesis Games Editor of technology and entertainment
wielraite Dexierio and hos been working in the gaming media for
thres years. A long-time goming enthusiost, he i also'd parent and
theralors a keen odvocote of onine satety Writing maosnly obout.

tech ond fitnéss, his articles hove olsobeen published on infleentiol
ites including IGN ond TechRadar, omong others:

HWakeUpWednesday




BEREAL

Ba&eu[is the lmast trend:ng soclui media app.
d:r\r-to-’ggy Ihfes,'ashunng candid photos without'ed EJ
users are ﬂmultqneousiy notlfled to take'a plcture'ﬂ wha ‘chey‘re domg GI that exoct moment. The
rWos T inute;w time toselectalparticularly glamarousor,
dan mage,o of the lmmedmte surrcundmgs
otos onl:a hey up icod their own.

THE RISKS?

CONTINUOUS NOTIFICATIONS

Like any social medla upr ; & dafault setting is to shore
. BeReal's davels, wan ] = -%heiinuﬂ |ocation of re o post
to be an it wgulnﬂy ﬂnd Hmlllug for | B # was sent from. Gi\rnn that Images
Inn r{ sends ane 1 : usuuur shared within the
ﬁ%:ﬂ t u ple nrn each day, | I = o-minute window, anyone your ehild fs
ere urn rnlerh or events b - | -en:ls with on ﬂwunrr witl Im:m exutﬂy
ns, comments, I'rland } . hera they are (or atle re they
m uun ond rmﬂﬁmm your J F were two minutes ai:?llor . As wc ve
Thiz can couse young users to - \ noted, this could include strangers who
pressure to o the upnr and rum: \ J - are Intanding to usé this geographical
distrocting them I'rm her activities. - IYF . Infermatien for malieleus purposes.

b . r »

VISIBLE PERSONAL DATA -

As with an athar formi af au:iul
media, it's mpom:nl.u'mt

 CONNECTING WITH STRANGERS

Whan somsone lig!ma up to Bakeal, it

highifghts anyone'in their phone's w
contacts list who n-Jrul‘:"r.:ll tha app - ]‘
a0 users can connect or
invite others from their t:nn‘lbnmi‘hn

overy' fead, meanwhile, shows:

posts from n‘i‘.rungmp and glves users the
option to add them as lrlanda too. This
means your child could potentially
connect with - ond communicata with -
a ntrﬂnghr

chilﬂ'spwﬁ ;‘.m rh
which could | Ii! nﬂm era “*B
-school urﬂmlu

'l-"'

e = g
PUBLIC SHARING REPUTATIONAL DAMAGE
What r child soys and

Az well ns sharing posts with gef : > Jegeh s e~ 17
friends ?ns;mq:nnm the o = ! [t et ,::mnra-
allows t= to be shored fl " g.“m;“m our 1mumtum$
and pu bw:m?emgl?'?mmnm l:jflure ! < that when the Y
O USEr COn &8 & public ¢ Y
mul! post their uwr?phn[ﬂ first, N 5 i [\gtl;h Ilppan
nta‘l\c there currantly seems to

h,‘{*."'m"‘ il "52’.",."'3"“ o
1

could ngmd 0 poEtE nh%rnn'l

E i

KEEP IT AMONG FRIENDS

LIMIT NOTIFICATIONS

i

BaReal al‘fﬁrs‘rh-a o Huﬁ to turn off individual &= of notification. B Remind yaurﬁﬁlhwgy ndtﬂn?hxl:mnﬂnn o
rchiid | isn't o good idea,
g ncmmmh, uploads, friend . from fe they dqué: inpw in Ml‘ﬂl‘nﬂ'nnm ria
Dq will allow them to nﬂunllf be real’ by on BeReal makses tham ncomfortable, they ca rap.ll‘l‘! lHry clk;lﬂ
being present in the me nd their current environment as oppesed to on the three dots il 1glll; -The hlpnrtirlgtnnl allows them to IE

hcing engroassd on seciol media,
-

‘STOP AND THINK

BeReal’s goal Is for users 10 be authentic with friends, removin
the ;:n'us?.lre of that flawless photo or perfectly worded post. Itl'l .
&t vital, lhnugh that ehiidren stop and !hlok rqmer thun u

1 i 3Ry g

CREATE A SAFE PROFILE

Remind dmulpan avatar as their profile pic {os.
o u;m tnlwa) and use a nickname ariunt |rll I'IH.I'I'I'O,
ir. fu!l n.u their bi

;‘ lha rmsun that th:y Ebit';a ng up the
'

not ﬁn‘\r information they add to o {which is
"""'ﬂ'!? risl: Just to meet the two-minute deadline. Pdnrauu'o nptieml ahm.ll;l “'i't g‘uu , ond personol details shoUld remain
what kind of In ormation stral & could muui‘rwun image: l:houl rivate. it's also worth turning off the efmloeuﬂnn fuutum aither through
crests, street names or local landmarks, for example. he device’s Wtimghlrfn wal its

__ -
Meet Our Expert

D Clale Sutherdend lsan online solaty conuultant, e dusatar and
re=zearcherwho hos developed and Impemented ani- bullying
and cyber sofety policjes for schoals Sha hne wiitten variotes
neodamic popers dnd codrlsd out reasarch for the Australian
gavernment comporing internet Use ond sexting behaviour of
young pecple n the UL USA and Australia,

“ National
Online
_ */ Safety’

eUpWednesday- !




Mental Health Support Resources for Parents

Exam Stress. The following link covers a wide-range of tips to keep students mentally healthy.
Supporting Your Child during Exam Time (Young Minds)
Exam Time & Exam Stress | Parents Guide To Support

Young Minds https://youngminds.org.uk/

EWMHS. Emotional well being and mental health service have recently launched a new Instagram
account to provide advice and support to young people experiencing mental health issues. Please
encourage your children to follow the account where they will be able to access early intervention
advice and support. https://www.instagram.com/ewmhs_nhs/

NV OO0

ewmhs_nhs BN

333 posts 990 followers 33 following

Essex EWMHS

NHS service supporting children and young people's mental health and wellbeing in
Essex

sfAccount staffed Mon-Fri 8-5

sfinformation sharing only

linktr.eefewmhs_nhs

MindEd is a free educational resource on children and young people's mental health for all adults:
https://www.minded.org.uk/

Safe and reliable advice about young people’s mental health, created by experts and parents
together: https://www.mindedforfamilies.org.uk

NHS Mental Health Charities directory: Mental health charities and organisations

Parent zone - 10 mental wellbeing apps for all the family:
https://parentzone.org.uk/article/10-mental-wellbeing-apps-all-family

Gov.uk COVID-19: guidance on supporting children and young people’s mental health and
wellbeing

Headstogether - Changing the conversation on mental health:

https://www.headstogether.org.uk

The Mix - Essential support for under 25s: https://www.themix.org.uk/

ASD and ADHD Adyvice for Parents

You Tube series by Oxford Health:


https://youngminds.org.uk/find-help/for-parents/parents-guide-to-support-a-z/parents-guide-to-support-exam-time/
https://youngminds.org.uk/
https://www.instagram.com/ewmhs_nhs/
https://www.minded.org.uk/
https://www.mindedforfamilies.org.uk/young-people
https://www.nhs.uk/conditions/stress-anxiety-depression/mental-health-helplines/
https://parentzone.org.uk/article/10-mental-wellbeing-apps-all-family
https://www.gov.uk/government/publications/covid-19-guidance-on-supporting-children-and-young-peoples-mental-health-and-wellbeing?utm_source=198a9e75-a418-4442-9102-7c714bd37c3c&utm_medium=email&utm_campaign=govuk-notifications&utm_content=immediate
https://www.gov.uk/government/publications/covid-19-guidance-on-supporting-children-and-young-peoples-mental-health-and-wellbeing?utm_source=198a9e75-a418-4442-9102-7c714bd37c3c&utm_medium=email&utm_campaign=govuk-notifications&utm_content=immediate
https://www.headstogether.org.uk
https://www.themix.org.uk/

https://www.youtube.com/playlist?list=PLKw7kjGJdcXCiene7r3m8aYSN2T8Vxb1K

This animated series is for parents of neurodiverse children and young people. The
experiences portrayed in the animations reflect the real-life experiences of children, young
people and families who use the service. Real-life practical strategies are mentioned in an
animated story format to help parents of children with ADHD or autism manage common
experiences they face at home.

Autism Anglia:

https://www.autism-anglia.org.uk

An independent charity that provides support to autistic children, adults and families in east
Anglia.

SNAP

www.snapcharity.org

A voluntary organisation based in Brentwood offering support to parents and carers of
children with any special need or disability

The Maze Group
www.themazegroup.co.uk

Based in Ipswich this support group offers courses to help parents understand their child’s
diagnosis and their additional needs

Bereavement Advice for Parents

Childhood bereavement network
https://childhoodbereavementnetwork.org.uk/if-you-need-help-around-death/bereaved-
children-and-families/resources-families

Resources that may help you or your family with a bereavement

Winstons Wish
https://www.winstonswish.org/supporting-you/supporting-a-bereaved-child/

Winston’s Wish offer a bereavement service by way of advice, guidance and bereavement
support to children, young people, and families before and after the death of a parent,
sibling or other important person. On their website you will find guidance on topics
including, support for grief and loss.

Recommended Reading

Helping Your Anxious Child — Ronald Rapee

Breaking Free from OCD: A CBT Guide for Young People and Their Families — Jo Derisley
Parenting a Child with Emotional Behavioural Difficulties — Daniel Hughes

Depression: A Teen’s Guide to Survive and Thrive — Jacqueline Toner Claire Freeland
https://lwww.socialworkerstoolbox.com/parents-guide-youth-violence-knife-crime-gangs/
https://www.westminster.gov.uk/sites/default/files/advice_for_parents_and_guardians_abou
t gangs.pdf

Safeguarding Support Resources for Parents



https://www.youtube.com/playlist?list=PLKw7kjGJdcXCiene7r3m8qYSN2T8Vxb1K
https://www.autism-anglia.org.uk
http://www.snapcharity.org
http://www.themazegroup.co.uk
https://childhoodbereavementnetwork.org.uk/if-you-need-help-around-death/bereaved-
https://childhoodbereavementnetwork.org.uk/if-you-need-help-around-death/bereaved-
https://www.winstonswish.org/supporting-you/supporting-a-bereaved-child/
https://www.socialworkerstoolbox.com/parents-guide-youth-violence-knife-crime-gangs/
https://www.westminster.gov.uk/sites/default/files/advice_for_parents_and_guardians_about_gangs.pdf
https://www.westminster.gov.uk/sites/default/files/advice_for_parents_and_guardians_about_gangs.pdf

Safeguarding when learning to drive.

We are aware that from time to time, concerns are raised by post-16 learners and their parents in
Essex about inappropriate conduct of driving instructors. We have been given the following
information to help to safeguard those accessing driving lessons:

https://www.gov.uk/learn-to-drive-a-car

General Mental Health Advice & Support for Parents

This May Help

https://thismayhelp.me/

This May Help is a website that has been created to support parents and carers with
concerns about their child’s mental health. The subjects covered on this website have been
chosen by families and young people who have gone through their own mental health
challenges. What helped them may also help you.

Young Minds

https://www.youngminds.org.uk/parent/parents-helpline-and-webchat/

Call our Parents Helpline for detailed advice, emotional support and signposting about a
child or young person up to the age of 25.

NHS Website
https://www.nhs.uk/mental-health/children-and-young-adults/advice-for-parents/

The NHS website has information on many different challenges faced by young people. Find
advice and support for parents who have children or teenagers with mental health
Problems.

Anna Freud

Anna Freud Centre produced a series of expert podcasts to help parents understand and
manage child and family mental health problems. The series, Child in Mind, is presented by
BBC Radio 4 presenter Claudia Hammond. In each 20-minute episode, she discusses an
important issue in child and family mental health with an expert and a young person or
parent.

Self Ham/Suicide Advice & Support for Parents

Papyrus

https://www.papyrus-uk.org/wp-content/uploads/2020/08/Supporting-Your-Child-A-Guide-

for-Parents.pdf
This guide has been created following discussions with parents who have experience of

supporting a young person struggling with their mental health. The aim of this guide is to
provide information and guidance and to help parents cope with a young person who is
struggling with thoughts of suicide. To reassure them that they are not alone.

Oxford health
https://www.oxfordhealth.nhs.uk/wp-content/uploads/201 co of coping-with-self-


https://www.gov.uk/learn-to-drive-a-car
https://thismayhelp.me/
https://www.youngminds.org.uk/parent/parents-helpline-and-webchat/
https://www.nhs.uk/mental-health/children-and-young-adults/advice-for-parents/
https://www.annafreud.org/parents-and-carers/child-in-mind/
https://www.papyrus-uk.org/wp-content/uploads/2020/08/Supporting-Your-Child-A-Guide-
https://www.papyrus-uk.org/wp-content/uploads/2020/08/Supporting-Your-Child-A-Guide-
https://www.oxfordhealth.nhs.uk/wp-content/uploads/2016/09/copy_of_coping-with-self-

harm-brochure final copyright.pdf

This guide was developed from talking to parents and carers of young people and is aimed
at helping parents, carers, other family members and friends cope when a young person is
self-harming. It includes information on the nature and causes of self-harm, how to support
a young person when facing this problem and what help is available

Spending time with your teen - Advice for Parents

Ministry of Parenting
https://www.theministryofparenting.com/wp-content/uploads/2019/12/10-Ways-to-
Spend-Quality-Time-With-Your-Teen-.pdf? _ga=2.80853471.917799071.1676377386-

1296894209.1676377386

It can be difficult to find ways to give teens positive attention. Now that they’ve outgrown a
lot of childhood activities, it may be more difficult to find family activities they are interested
in. Here are 10 ways to create quality time to spend with your teen, even if it’s just a few
minutes each day.

LGBTQ+ Advice for Parents

All Sorts Youth

https://www.allsortsyouth.org.uk/what-we-do/fag-for-parents-carers

Allsorts Family Support Service emerged in 2013 in response to the need for parents/carers
of children and young people who are Lesbian, Gay, Bisexual, Transgender or exploring their
sexual orientation and/or gender identity (LGBT+), to connect and provide each other with
support, community and friendship. They also have a FAQs for Parents/Carers to help advice
and gain understanding and insight.

https://www.gov.uk/find-driving-schools-and-lessons (all instructors on the list will have had a DBS
check and passed all the qualification tests to become an instructor)
https://www.gov.uk/complain-about-a-driving-instructor

Parent zone - County Lines:
https://parentinfo.org/article/county-lines-what-is-it-and-who-is-at-risk?

Parent zone - Sleep Advice:
https://parentzone.org.uk/article/how-sleep-easy-during-global-pandemic

Parent line Family Support: Parentline family support and bullying helpline

Domestic Abuse support: #Reachin

Key Contacts in School

Please see the key contact list below to support you to address any concerns.

Leadership Team


https://www.oxfordhealth.nhs.uk/wp-content/uploads/2016/09/copy_of_coping-with-self-
https://www.theministryofparenting.com/wp-content/uploads/2019/12/10-Ways-to-
https://www.theministryofparenting.com/wp-content/uploads/2019/12/10-Ways-to-
https://www.theministryofparenting.com/wp-content/uploads/2019/12/10-Ways-to-
https://www.allsortsyouth.org.uk/what-we-do/faq-for-parents-carers
https://www.gov.uk/find-driving-schools-and-lessons
https://parentinfo.org/article/county-lines-what-is-it-and-who-is-at-risk?
https://parentzone.org.uk/article/how-sleep-easy-during-global-pandemic
https://www.familylives.org.uk/how-we-can-help/confidential-helpline/
https://safelives.org.uk/reach-in

Mr Munro Deputy Headteacher imunro@honywoodschool.com

Mr Caygill Deputy Headteacher scayqill@honywoodschool.com

Mrs Hickford Deputy Headteacher jhickford@honywoodschool.com
Mrs Downes Assistant Headteacher pdownes@honywoodschool.com
Mrs Bansropun Assistant Head ** abansropun@honywoodschool.com
Mr Smith Assistant Head dsmith@honywoodschool.com

Mr Williams  Assistant Head jwilliams@honywoodschool.com

Mr Gribben  Associate Assistant Head tgribben@honywoodschool.com

Mr Scott Associate Assistant Head dscott@honywoodschool.com

** currently on maternity leave

Safeguarding, welfare and support team

Mrs Nichols Safeguarding Officer knichols@honywoodschool.com
Mr Smith Safeguarding Officer dsmith@honywoodschool.com

Mr Robertson Attendance Concerns crobertson@honywoodschool.com
Mrs Loydall Medical concerns medical@honywoodschool.com

Cohort Leaders

Cohort 7 Mrs Borella Iborella@honywoodschool.com
Cohort 8 Mrs Reece ereece@honywoodschool.com
Cohort 8 Mr Briggs dbriggs@honywoodschool.com
Cohort 10 Ms Ward tward@honywoodschool.com
Cohort 11 Ms Martin amartin@honywoodschool.com
SEND team

Mrs Vaughan SENCO cvaughan@honywoodschool.com

Mr Wood Deputy SENCO (Autism Hub)mwood@honywoodschool.com
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